
These notes will cover 4 sections 
Use the RIGHT arrow key to go to the next slide 

Use the LEFT arrow key to go back a slide 
 
1  Crypto Locker – recent ransom malware  
 
2  Action Centre in Windows Control Panel (Win 7 and Win 8) 
 
3  Windows Firewall 
 
4 Anti- Virus / Anti- Malware programs and an assessment of 
their relative merits 
 
 



CRYPTOLOCKER 





The main targets of the cryptolocker criminals are 
businesses as they probably panic and pay. 
Bit Coin seems a favourite payment method 
 
The techniques used to infect your computer are  
the same for most Malware. 
 
I will use examples I have found over the last few weeks 
After the slide on Bit Coin 



Payment using BitCoin 

Is a preferred ransom payment method for Cryptolocker. 
 
Bitcoins are similar to travellers cheques but are a digital money 
traded over the internet but are hard to trace and unregulated 
 by governments. 
 
Bitcoins have operated since 2009 and work on fee per transaction 
 like a Travellers Cheque.  They offer an “exchange” rate between  
internationally recognised currencies. You buy bitcoins and transmit 
them to a recipient who later uses them for other transactions or  
converts them into recognised currency. 
 
 Bitcoin ATM machines exist. 
 
The “exchange” rate is highly volatile. 
 



How do computers become infected with Cryptolocker 

The principle requirements are : 
 
1. Out of date Anti Virus / Anti Malware or Windows Updates 
2. Tricks to make you to defeat the Firewall. 
3. Access to On-Line backup files as well as current files. 

 
       Opening an Email attachment (often made to look like a PDF file) 
       that has the Cryptolocker program hidden in the attachment. 
 
       Or tricking you to click  a link  that downloads the malware. 



The first defence that malware has to get past is the Firewall 



I have copied a few Emails that just about fill the bill from my  
OUTLOOK 2010 Junk Mail folder. 

An Email message is permitted to pass both in and out a firewall 
You have to be tricked into opening the Email or Attachment 
 

The Email seems to come from a reputable source  
and is addressed to you personally. 
    (The Email style has been carefully counterfeited to look genuine) 
    (The offer is to good to be true) 
    (It may be a business action or report that is not suspicious)  
 



Not https, and an irrelevant Australian site 

Banks don’t communicate like this 



Not https and comes from Thailand 

Banks don’t communicate like this 
 



Not https and comes from an irrelevant site 

Banks don’t communicate like this 
 



Comes from Kenya 

Suspicious attachment 



Now moved to Malaysia 



From Central African Republic 
And Suspicious attachment 





Ensuring you have the best security  defences 
 
Apart from being vigilant on opening attachments  
or following Email highlighted links  
we can use a range of security features to improve our defences 
 
The following slides are  based on Windows 7  and Windows 8  
 
As I no longer have access to XP I could not verify the relevance to XP. 



The Control Panel gives access 
to 

 
Action Centre 

Windows Defender 
Windows Firewall 







ACTION CENTRE SETTINGS 





USER ACCOUNT CONTROL 





DEFAULT 

LOW 

OFF 



HIGH 



Control Panel 
Windows Firewall 

Zone Alarm (a third party firewall)  
used to be the preferred default 



The Firewall limits the type of internet traffic 
That can enter or leave your PC 





Anti Virus and Anti Malware 



Top 10 Anti Virus / Anti Malware program assessment 2013 
By AV Comparatives.ORG 

Kaspersky Labs  A+  ( overall top score)  $NZ 40 
Bit Defender  A+   Free version 
Avira   A+   Free version 
Fortinet   A+   (for complex networks) 
ESET   A+   $NZ 85 
Avast   A+   Free version 
Microsoft Security A   Free 
Microsoft Defender  A   Free 
F-Screen   A   $NZ 60 
BullGuard  A   $NZ  50 
 



Microsoft Security Essentials 
    
Microsoft Defender 

These two names are essentially the same product.  
Defender comes with  Windows 8 
Security Essentials has to be downloaded separately 
 
These are easy to set up and use  
Examples follow in the next 5 slides 













The final defence against Cryptolocker is “recovery”. 
 
 A) Regularly make off line backup copies of important documents 
They may be a little out of date but that is usually a minor issue  
compared to loosing the whole file.  
 
OR 
B) The most secure option is a backup method called imaging or cloning. 
A complete replica of your total had drive is created fore the Operating 
System, the Application Programs and your Data Files 
( it is usually compressed to save backup disk space) 
 
This not only protects you against Cryptolocker type attacks but can quickly  
replicate a Hard Drive if you have a major hardware failure. 
 
Paragon Backup & Recovery Free 2013 
CloneZilla Live 
 
Are two options 


