
Rein van de Vusse 
 

Senior Net – 4 July 2014 
 



How does Internet Security work? 
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Protecting Your Computer from Internet Threats 

So if transactions on the internet are safe… 

What to watch out for? 

 

• Email Scams 

• Infected Websites 

• Telephone Scams 
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From: Inland Revenue [taxrefund @ ird.govt.nz]  

Subject: You are eligible to receive a tax refund of 649.85 NZD 

 

Dear New Zealand citizen. 

 

After the last annual calculations of your fiscal activity, we have 

determined that you are eligible to receive a tax refund of 649.85 NZD 

 

• Click here to submit your tax refund. Please submit the tax refund 

request and allow us 3-5 days in order to process it. 

 

Please Note: A refund can be delayed for a variety of reasons, for 

example submitting invalid records or applying after deadline. 

 

Inland Revenue - Te Tari Taake 
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Some threats that can damage our computer systems 

 
• Virus (Malicious program that replicates itself by attaching itself to 

a file) 

• Worm (Malicious program that replicates itself and does not need 

to attaching itself to a file) 

• Trojan horse (Malicious program inside harmless file) 

• Spyware (Program that aids in gathering information about a 

person or organization without their knowledge) 

Malicious: having or showing a desire to cause harm 



 

Multiple protections 

 

• Anti-virus: Specifically protects against viruses and 

worms 

• Anti-spyware: Protects against malicious software 

that may be gathering your information without your 

knowledge 

• Firewall: Screens out threats that try to reach your 

computer over the Internet 
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Security suites 

 

• Security suites are generally easier to manage 

and offer a wide range of protection, which 

can be useful if you are a beginner.  

 

• Some security suites have a tendency to slow 

down a computer. 
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Things to consider before you buy 
 

Investigate your computer:  

• Windows Vista & 7 offer free download of MS Security 

• Windows Vista, 7 & 8 already have built-in firewalls 

• Windows 8 has built-in security (Windows Defender) 

• Most new computers come with 3rd party security software, 

but you have to subscribe after a trial period 

 

Free vs. paid Anti-virus software 

• Free software often doesn’t include support 

• Paid software is based on a yearly subscription  
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Scareware 
 

• Malicious links disguised as security warnings have 

become a popular tactic with cybercriminals 

• These official-looking notices warn you that your 

computer has a virus and claim that you need to 

click a link or download a program to fix it 

• They are trying to scare you into clicking the link, 

but in reality the link leads to malware (malicious 

software) 
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Paid Security Software 
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Free Security Software 
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Additional computer safety practices to consider 
 

Install software updates 

• When your computer informs you of a software update, 

download and install it.  

• Software updates are designed to fix security vulnerabilities 

and other bugs in your operating system.  

• This will help protect your computer against some of the latest 

threats 
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Additional computer safety practices to consider 
 

Use system restore 

• If you have a download that is causing problems, try your 

operating system's system restore function.  

• This feature allows you to restore your computer to a time 

and place before it started having issues 
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Ransomware  

 
• Ransomware is a program that restricts access to the computer 

that it infects and demands a ransom paid to the creator of the 

malware to remove the restriction  

• Some forms of ransomware encrypt files on the system's hard 

drive (cryptoviral extortion) 

• Some ransomware may simply lock the system and display 

messages intended to coax the user into paying 

• In June 2013 security software vendor McAfee released data 

showing that it had collected over 250,000 unique samples of 

ransomware in the first quarter of 2013 
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CryptoLocker  

 
• CryptoLocker is a ransomware  

• The attack comes from various sources  disguised as a 

legitimate email attachment.  

• When activated, the malware encrypts certain types of files 

stored on your PC and network- or USB drives 

• The private key is stored on the malware's control servers  

• A message offers to decrypt the data if a payment is made by a 

stated deadline 

• It threatens to delete the private key if the deadline passes 
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